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Introduction

The purpose of these best practice guidelines is to help Scottish smoking cessation professionals understand the main legislation and guidance that protects the use of client data and to help them to use client data appropriately and effectively. It will summarise the principles underpinning the following:

· The Data Protection Act (1998)

· The Caldicott Principles for Patient Confidentiality

· The Freedom of Information (Scotland) Act (2002)

A list of useful resources and contacts is included at the end of the document, where further information can be obtained if necessary.

These guidelines also help smoking cessation services interpret what the legislation means in relation to using their clients’ data. A summary of best practice is presented for this purpose.

For comments and questions relating to these best practice guidelines for smoking cessation services you may also wish to contact us:

Research and Evaluation Officer

Partnership Action on Tobacco and Health (PATH)

ASH Scotland

8 Frederick Street

Edinburgh

EH2 2HB

Tel: 0131 225 4725

Email: path@ashscotland.org.uk
Chapter 1 - The Legislative Framework 

The aim of this first section is to introduce the reader to the legislative framework underpinning the use of client data in Scotland. It provides a general introduction to data protection, client confidentiality and access to information. The chapter following this introduction then builds on this framework to offer specific guidance for smoking cessation professionals.

A. The Data Protection Act (1998) 

Background

The first Data Protection Act was passed in 1984, in response to the European Convention for the Protection of Individuals. As a cautious first step, it concentrated on automated data held on machines and computers. Until then very little legislation existed which related to human rights in this area.  

The Data Protection Act (1998) came into force on 1 March 2000. Essentially, it turns good practice into a legal requirement. The updated Act exists to protect the rights of the data subject, by defining how personal data can be processed. It covers most types of personal data, and applies to all client records, whether held on computer, in automated relevant filing systems, or consisting of hand written notes. 

The Data Protection Act (1998) also extended the definition of personal data to include ‘sensitive’ personal data. This includes information on racial or ethnic origins, religious beliefs, physical or mental health, or commission of offences. 

The Eight Principles of the Data Protection Act (1998)

The Data Protection Act (1998) uses the term ‘processing’ to refer to anything done to personal data (including collection, storage, use, disclosure and destruction). To comply with the Act, all data must be processed in accordance with the following eight principles. Data must:

1. Be processed fairly and lawfully

2. Be processed only for specified and lawful purposes

3. Be adequate, relevant and not excessive

4. Be accurate and, where necessary, kept up to date

5. Be kept for no longer than is necessary

6. Be processed in accordance with the individual’s rights 

7. Not be transferred to a country or territory outside of the European Economic Area without adequate protection

8. Be kept secure and protected against unauthorised or unlawful processing, and against accidental loss, destruction or damage.

Rights of Access to Data

The Data Protection Act (1998) gives individuals who are the subject of personal data (‘data subjects’) a general right of access to information relating to them. Requests for access to information held on computer or structured paper files are known as ‘subject access requests’. Requests are made to the person or organisation (‘data controller’) who is thought to process the information. 

Data subjects are entitled to be told if any personal data is held about them, the sorts of data held, the purposes for which the data is processed and people to whom the data may be disclosed. Data subjects are also entitled to be given a copy of the information and can request to have any inaccuracies corrected. A charge may be levied for this service.

Data controllers are obliged to reply within 40 days, from the time they have the required fee and the information necessary to confirm the identify of the data subject and locate the relevant data. There are circumstances where a data controller is entitled to withhold information. This is mainly when information would be disclosed relating to an individual other than a data subject. Other circumstances in which information may be withheld are detailed in the Act.

B. Client Confidentiality: The Caldicott Principles

The Caldicott Principles came from a 1997 report into patient confidentiality in the NHS in England and Wales. Although Caldicott’s remit did not extend to Scotland or outside the NHS, a number of the Committee’s recommendations are pertinent to smoking cessation service provision in Scotland:

· Justify the purpose for which the information is required

· Do not use patient-identifiable information unless it is absolutely necessary

· Use the minimum necessary patient-identifiable information

· Access to patient-identifiable data should be on a strict need-to-know basis

· Everyone with access should be aware of their responsibilities

· Understand and comply with the law
The Caldicott Framework was set up in March 1999. The Framework requires each Health Board to appoint a Caldicott Guardian to ensure that pertinent data is safeguarded appropriately (see chapter 3, p12 for contact details). The Caldicott Guardian is normally a senior Health Professional, for example the Medical Director. Their key responsibilities are to oversee how staff use personal health information and ensure that patients’ rights to confidentiality are respected.

C. The Freedom of Information (Scotland) Act (2002) 

Background

The Freedom of Information (Scotland) Act (2002) attempts to create openness in Scotland’s public services. It gives a general right of access to recorded information being held by public authorities, sets out exemptions from that right, and places a number of obligations on public authorities. 

The Act is due to come fully into force in January 2005. A publicity campaign will be launched in November 2004 to inform the public of their rights within the Act.
Who is covered by the Act?
The Act covers public authorities, including NHS bodies, government departments, local authorities, schools, colleges, universities and the police. A full list is provided in Schedule 1 of the Act. There is provision in the Act for other authorities to be named later and for organisations to be designated by the Secretary of State as public authorities if they exercise certain functions of a public nature.  
What is covered by the Act?

The Freedom of Information (Scotland) Act (2002) extends the rights of access to information. It obliges public authorities to make available information about how their organisation is run and how it has made decisions on the running of the organisation. The sort of information that can be requested is wide ranging and could include anything else that helps the public make better informed decisions and choices about the services they use. 

The Act states that people have the right to be told whether particular information is or is not held by a public authority (outlined in section S17 of the Act). However, there are exemptions to the Act (see sections S18 and S38 of the Act):

· Personal data (this is covered separately by the Data Protection Act)
· Individual census information

· Information on a dependent if you are the legal guardian 

· Information on a deceased person if you are an executor or next of kin 

· If the information is against the public interest

· If disclosure would breach Data Protection principles

Public authorities will not have to provide certain information relating to national security, law enforcement, commercial interests and personal data. Information is likely to deserve protection if disclosure would be a breach of confidence or would cause unnecessary distress. Information about home, family life, personal finances, medical records and personal references are likely to deserve protection. Information about someone acting in an official capacity should normally be provided unless there is some risk to the individual.

What will Public Authorities have to do?

Public Authorities will have two main responsibilities under the Act. They will have to produce a ‘publication scheme’, which acts as a guide to the information they hold that is publicly available. They will also have to deal with individual requests for information.

Requests for Information

Requests for information have to be made in writing (letters or emails) or in another form that is capable of being used for subsequent reference (recordings on audio or video tape would be acceptable). The request must contain details of the applicant and the information sought, but there is no requirement to mention the Act in the application. The applicant may ask to receive the information as a copy or summary, or may ask to inspect a record. 

Public authorities should respond within 20 working days of receipt of application and, where possible, to supply the information in the manner requested. Authorities will be obliged to provide information recorded both before and after the Act was passed. Information is provided free or at capped cost information supplied in response to requests made under S1 of the Act. The authority can set its own reasonable charges for any information covered by their publication scheme.
Chapter 2  -  Best Practice Guidelines for Data Protection

The legislation outlined above are inter-related and rely on properly managed records to function effectively. If you do not already have a records management policy, it may be worth considering the following: 

· What information do you hold?

· Where do you hold your information?

· Who has access to the information you hold?

· How long do you need to retain different types of information?

· Do you have procedures for destroying records?

· Can you show when, why and on whose authority they were destroyed?
· What procedures are in place for informing clients of how their data will be used and for obtaining consent?
· Of the data you collect, do you know what is disclosable, and what is, or may be exempt?
The best practice guidelines outlined below are intended to help make the legislation surrounding data protection, client confidentiality and freedom of information clearer, and to offer guidance which is specific to the context of smoking cessation service provision in Scotland. They are not intended to supersede any other guidance or best practice statements that Smoking Cessation Services might already have in place.

It is also worth noting that these best practice guidelines are not exhaustive. Because of the complexities inherent in legislation, there may be instances where additional advice is required in order to ensure compliance. There are a number of individuals and resources that you can refer to for further information (see section 3 for details).

Best Practice Guidelines for Data Protection
It is important that best practice is followed to protect client data in any form (including paper records, electronic data, emails, faxes, surface mail, and conversations or phone calls that can be overheard) and in whatever way it is being used (for example when information is gathered, stored, used, shared and destroyed).
1. Know Your Obligations to your Clients and to Others
1.1 All staff, including contractors, volunteers and administrators dealing with personal health and care information should be aware of the issues surrounding confidentiality.  
1.2 Ensure that only recognised people are dealing with your data. All staff working with client data should sign a written agreement ensuring confidentiality.
1.3 All staff should receive proper training on data protection and client confidentiality issues, and keep up-to-date with any developments. Training may be offered locally at Health Board level, or nationally on an ad-hoc basis. As a starting point, an NHS Scotland web-based training package on confidentiality and data protection can be downloaded from:
www.show.scot.nhs.uk/elearning/availabletopublic/home.htm
2. Informing Clients of their Rights
2.1 Fair and lawful processing means that data subjects (clients) must be made aware of how their information is to be used, for what purposes, and of their right to express an objection. Where information is used, it should only ever be used for the purposes for which it was collected.
2.2 Provide clear written and verbal information to clients about why their details are being recorded, what their data might be used for and their rights in relation to data confidentiality. Information sheets should include a statement that the data will be held in accordance with the Data Protection Act (1998). An example information sheet is included in Appendix 2, p15.
2.3 Offer clients the opportunity to ask questions regarding the information they will provide and what it might be used for, and check that they have no related concerns.  
2.4 It is your obligation to obtain consent from clients to use their data (see section 3 for more information)
2.5 Assure clients that you are trying to follow legislation relating to the use of their data. It is good practice to display a public statement about your data protection arrangements in your premises and/or on your website, or provide information leaflets in the area where sessions are held.
2.6 Ensure that any special language or other requirements are met appropriately.
3. Obtaining consent 

3.1
It is good practice to obtain written consent - a written agreement including the client’s signature and the date of signing - as there is then a documented record of consent. An example consent form is included in see Appendix 3, p16.

3.2
Consent forms should include a statement that the data will be held in accordance with the Data Protection Act (1998) (see example consent form, Appendix 3, p16).
3.3
In circumstances where written consent cannot be obtained (for example, if clients access services by telephone) verbal consent is acceptable. The fact that consent has been given verbally should be documented in writing and dated, so that there is a record of consent. 

3.4
It is preferable to ask separate questions relating to different aspects of consent (see example consent form, Appendix 3, p16). It is good practice to ask the client to sign and date their agreement to statement(s) relating to the information that will be gathered and how it will be used.

3.5 
In order to link clients’ consent to the information to which it refers, services may wish to add an abbreviated consent statement onto their baseline client questionnaires. This will allow consent to be linked more easily to data, for example for follow-ups.  If using an abbreviated consent form, please ensure that all necessary aspects of consent are covered.

3.6
Clients should be aware of any special circumstances in relation to how their data will be used for follow-up, or for monitoring, evaluation or research purposes. This is particularly important if their data will be shared with anyone outside the service (see sections 6 & 7).
3.7
Clients have the right to refuse to any of the areas for which they are asked to 
consent. This should not affect their right to receive treatment. It is important 
to respect the wishes of clients who do not want their information to be used 
for a particular purpose, or wish to restrict disclosure of their information. It is 
vital that objection is clearly recorded in their records.
3.8 
Clients are free to change their choice about consent at any time. Objections 
should be recorded in their records.
3.9
If a client’s wishes cannot be respected, and it is not possible to restrict the disclosure or use of information, they should be informed that this is the case.
4. Recording and Storing Data

4.1 
Only record information that is relevant to your work with the client.

4.2

Personal data should be securely held, on password-protected computers (in which case passwords should be changed regularly), using computer firewalls, or in locked filing cabinets.
4.3

Do not keep client information for any longer than required. (For example, it would be reasonable to keep individual identifiable client records until the anonymised statistics are compiled. In a research project it would be legitimate to keep data for five years or more, until the research is published). Be prepared to justify your reasons for keeping data.

4.4

It is recommended that the utility of records be reviewed after two years.

4.5

Data about individuals should be kept up to date – if records are kept for two years or more they should be updated.
5. Sharing Information

5.1 Share personal information on a need to know basis only, and with the client’s knowledge and consent.
5.2 Information may only be passed on without an individual’s consent under certain unusual circumstances – if there is a statutory requirement to pass it on or a robust public interest justification for disclosure. In relation to smoking cessation, there are few circumstances where it might be necessary to pass on information without a client’s consent. Examples of when it might be required would be for child protection or if criminal activity occurred. In these circumstances you should your exercise professional judgement, or seek advice from appropriate individuals or organisations.

5.3 Clients should be informed about who information will be shared with, the reason why it will be shared and should have the right to object (see sections 2 and 3).
5.4 Client-identifiable
 information should not be passed on to anyone outside of the smoking cessation service without the client’s consent (for example, to external bodies who might be carrying out follow-ups or research with the client). Whenever client-identifiable information is forwarded on this must be done securely.

5.5 Information can be shared for monitoring, evaluation and research purposes, as long as the client cannot be identified from the data (see section 7)

6. Conducting Follow-up
6.1 The procedure for follow-up should be explained to clients – for example how follow-ups will be carried out (for example by phone or post) and by whom. Clients should be made aware that contact may be made by someone other than the worker who is seeking consent, if this is applicable.

6.2 Consent should be obtained to follow clients up at 4 weeks, 3 months and 12 months (plus any other follow up points that are incorporated at local level). A written record of client’s consent to follow-up should be kept on file.

6.3 If a client refuses follow-up, either early on in contact with the service or later on at follow-up, this should be clearly recorded in their records.
6.4 Where follow-ups are carried out by telephone, the client’s identity should be checked at the outset. If messages are left on answer phones they should be done so with appropriate discretion.
6.5 Where follow-ups are carried out by post, envelopes should be marked as ‘private and confidential’ for the addressee. Including a stamped addressed envelope for returning the information might improve response rates.

7. Using data for monitoring, evaluation or research
7.1 Information can be shared for monitoring, evaluation and research purposes, as long as the client cannot be identified from the data. It is therefore good practice to inform clients if their data is to be used for the purposes of monitoring, evaluation or research (see example information sheet, Appendix 2, p15). 
7.2 Only the anonymised minimum dataset is to be forwarded for national monitoring purposes. Any additional data that is forwarded for local monitoring purposes should also be anonymised.
7.3 Client-identifiable information should not be shared with anyone outside the service for monitoring, evaluation or research purposes without the client’s consent. If external researchers will be carrying out evaluations or further research then explicit consent must be obtained from clients.
7.4 Whenever client-identifiable information is forwarded on this must be done securely.
8. Access to information

8.1 
Clients (or their parents or legally appointed representative) have the right to see and obtain a copy of personal health information held about them, provided (in the case of a child) they know what this means. 
8.2

The data collector should be satisfied that the information has been requested by the actual person, which in practice tends to mean asking for a written request.
8.3

It is permissible to make a reasonable administrative charge to cover costs for releasing information, and this should be explained to the client.
9. Disposing of Data

9.1  
Records should be disposed of carefully if there is no longer any reason for keeping them. 
9.2  
Careful disposal includes shredding paper documents and deleting computer files. 
Chapter 3  -  Useful Resources and Further Contacts

There are a number of individuals and resources that you can refer to for further information: 

· Each local NHS organisation has an appointed Data Protection Officer, from 
whom staff can seek advice on all aspects of data protection and confidentiality. 
Local authorities also have Data Protection Officers who can be contacted for 
further advice and support.  

· Each NHS organisation, Board or Trust has an appointed Caldicott Guardian, who 
can be contacted with queries in relation to client confidentiality. For an up-to-
date list of Caldicott Guardians contact: 




Scottish Executive Health Department




St Andrew’s House




Edinburgh




Tel: 0131 244 2369

· Within the past year, (update) the Scottish Executive announced the development of a work programme to promote best practice and improvement in the use of personal health information, whilst meeting the legal requirements of the Data Protection Act. As part of this programme, a Code of Practice for NHS Scotland Protecting Patient Confidentiality has been produced which offers guidance on 
meeting the legal requirements of the Data Protection Act. 
· All NHS staff, students, volunteers and contractors should have now received 
updated guidance on how to collect and protect client information, including 
advice on issues including obtaining consent from clients, and clients’ rights of 
access to their personal health records. 
· Separate client and staff information sheets on protection of personal health 
information have also been produced, and are being made available to all staff 
and all clients who contact a service.

· Further guidance on protecting data is offered in an NHS resource pack ‘Ensuring 
Security and Confidentiality in NHS Organisations’.
· Scotland has its own independent Information Commissioner, who is responsible for enforcing the legislation, and making sure that people are aware of their right to access information under the Act.  Please contact the Commissioner if you need any further information or have other questions about the Freedom of Information (Scotland) Act 2002: 

The Scottish Information Commissioner 



Kinburn Castle



Doubledykes Road

St Andrews, Fife 
KY16 9DS 

Tel: 01334 464610
Email: enquiries@itspublicknowledge.info
Websites

· www.hmso.gov.uk/acts/acts1998/19980029.htm 

The complete Data Protection Act (1998) on-line.

· www.show.scot.nhs.uk/confidentiality
NHS Scotland Confidentiality and Data Protection Website. Contains practical legal and professional guidance.

· www.itspublicknowledge.info
Scottish Information Commissioner’s website. Includes links to information about the Freedom of Information (Scotland) Act.

· www.scotland.gov.uk/Topics/?pageID=198
Scottish Executive information relating to the Freedom of Information (Scotland) Act.

· www.show.scot.nhs.uk/confidentiality/publications/6074NHSCode.pdf
NHS Scotland Code of Practice on Protecting Patient Confidentiality

· www.show.scot.nhs.uk/csags/
The Confidentiality and Security Advisory Group for Scotland (CSAGS) is responsible for providing advice on the confidentiality and security of personal health related information to the Scottish Executive, the Public and to Health Care Professionals. This site outlines the aims and objectives of the CSAGS and the national context in which is was created. Full-text access is provided to all relevant consultation documents, reports, and meeting papers and minutes. Access is also provided to the CSAGS report ‘Protecting Patient Confidentiality’.

· www.dh.gov.uk/PolicyAndGuidance/InformationTechnology/PatientConfidentialityAndCaldicottGuardians/fs/en
Caldicott Guardian Website. Includes links to further information about the use and protection of patient data.
· www.show.scot.nhs.uk/elearning/availabletopublic/home.htm
NHS Scotland web-based training packages on confidentiality and data protection.

Alternatively, please contact us if you have any queries in relation to the best practice guidelines for smoking cessation services outlined in this document:

Research and Evaluation Officer

Partnership Action on Tobacco and Health (PATH)

ASH Scotland

8 Frederick Street

Edinburgh

EH2 2HB

Tel: 0131 225 4725

Email: path@ashscotland.org.uk
Appendix 1: Classes of Client-Identifiable Information

(Extracted from the NHS Code of Practice on Protecting Patient Confidentiality
)

 

Appendix 2: Information Sheet – Example

- Logo -

- Service address and contact details - 

Smoking Cessation Services

The protection and Use of Your Information
Q. When you're trying to quit smoking and ask the NHS for help, why do we ask so many personal questions, and, is your privacy completely safe if you answer them?
A. The simple answer is yes.  In order to give you the best possible treatment we need to know some facts about you, your smoking behaviour and the treatment you receive, but don't worry, everything you tell us will remain completely confidential. 








Q. Why do you need to know my name, address and GP details?
To organise our service, we need access to your name, address and telephone number so that we can contact you to arrange appointments.  After your treatment has finished, we try to keep in touch, to find out how you're getting on and offer support, but we won't do this unless you've given your consent by signing the attached form. We also like to let your GP know about your progress, but only if you agree that this would be helpful.  You can withdraw consent at any time. 

Q. Who has access to the information I give you?




Only health professionals closely involved with your treatment will have access to your personal information and all NHS records are protected by state-of-the-art security to prevent unauthorised access or misuse.  However, anonymised details of your treatment, with your name, address and all personal details removed, may be released to National Services Scotland (the statistical division of the NHS) for use in research and planning.  This data is absolutely untraceable, and is only used to help us monitor the effectiveness of our services and plan how to make them better.
Q.  What do I do if I am concerned about the security or privacy of the information I have given you?
You have a legal right of access to all records held about you by the National Health Service. 

Please contact us if you have any concerns or require further details about how we use your information.
Tel:
Email: 

Address:
Data confidentiality and security

The information provided by you will be held in a secure environment in accordance with The Data Protection Act (1998). The information will only be used to assess the outcome of this project and no details will be passed on to any organisations who are not involved in the outcomes assessment.
3 This client information sheet is an EXAMPLE for guidance purposes. We appreciate that services operate in diverse ways and are we are not suggesting that this version should be used in a uniform manner across Scotland. Instead it suggests the kind of information that services might want to incorporate in their own forms and may be adapted for local use as required. It is your responsibility to ensure that your forms are appropriate for the purposes for which the client data will be used 

Appendix 3: Smoking Cessation Service Consent Form – Example 1

Please read and complete the following form. Please ask if you would like any item to be explained. If you do not agree to any of the following you are still entitled to receive treatment.



Please initial each box
I agree to be contacted in future in connection with my smoking (at one month, and at 3 months and 12 months). 


I agree to my doctor being contacted regarding my treatment and progress with giving up smoking.

Client’s Name…………………………………Signature…………………………………

Date…………………
Data confidentiality and security

The information provided by you will be held in a secure environment in accordance with The Data Protection Act (1998). The information will only be used to assess the outcome of this project and no details will be passed on to any organisations who are not involved in the outcomes assessment.

Frequently Asked Questions
Our smoking cessation service already operates under data protection guidelines issued by our NHS Board. Do these PATH guidelines replace earlier advice?

No, these Guidelines are intended to supplement rather than replace any other guidelines. The reason for producing them was that some services commented that they found the legislation confusing and felt it would be useful to have a summary. We recognise that there is great diversity in smoking cessation practitioners’ knowledge and understanding of issues surrounding the use of client data. 
Our client information sheet and client consent forms are different from the ones you give. Do we have to replace ours?

No, the client information sheet and consent forms we suggested are examples for guidance purposes. We appreciate that services operate in diverse ways and we are not prescribing that this version should be used in a uniform manner across Scotland. These examples highlight the kind of information that services might want to incorporate in their own forms and they may be adapted for local use as required.  However, it is your responsibility to ensure that your forms are appropriate for the purposes for which the client data will be used.

What steps have been taken in relation to client confidentiality and data protection with the smoking cessation database?

The smoking cessation database has been developed by ISD (Information Services Division) at NHS Scotland who have extensive experience of developing health service information management systems and work to strict protocols on the protection of client data. Extensive security policies and provisions have been central to the development of the smoking cessation database.

The database will hold patient identifiable data, but access to this information will be restricted depending on a system of user rights and allocated passwords. Analysts at ISD will only be able to access anonymised information for national monitoring purposes. Potentially identifiable information, such as date of birth and postcode, will be converted to age and deprivation category score to further reduce identification. 

Some of the items on the minimum dataset are classified as client-identifiable information. Is it OK to pass this information on for the purposes of national monitoring?

Client information can be shared for monitoring, evaluation and research purposes, as long as the client cannot be identified from the data. Two items on the minimum dataset – date of birth and full postcode – are potential identifiers. However, for the purposes of national monitoring, these will be converted to age and deprivation category score (using a postcode look-up table). The team at ISD (Information Services Division) at NHS Scotland will therefore only have access to anonymised data. 

Under what circumstances would I not need a client’s consent before passing on their information?

In the smoking cessation field there are very few occasions when you would not need to obtain consent before passing on information to someone outside of the service. A child protection issue would be one example of when you might be obliged to pass on information externally without consent (see question below).

What should I do if a client says they do not want me to contact their GP?

If a client does not want you to pass on information to their doctor then you should respect their wishes. Nonetheless, if the refusal to contact a GP could cause problems with the treatment you can offer (e.g. accessing prescriptions for NRT or Zyban) then this should be explained to the client.

Would I be obliged to pass information on to other agencies if a client admitted to smoking cannabis, particularly if I thought a child was at risk?

We would suggest that services use their professional judgement when dealing with such issues, and if appropriate discuss with a line manager before deciding if a referral is appropriate. While it is unlikely that health professionals would pass on information about cannabis smoking to social services, if this was directly related to neglect or if there was real concern over danger to a child then it may be necessary to act on information disclosed by a client. The Royal College of Paediatrics and Child Health has produced a useful document relating to the above issue: 

www.rcpch.ac.uk/publications/recent_publications/Confidentiality.pdf
Would I be obliged to tell a parent or guardian if a young person under the age of 16 was attending our service?

We recognise that young people may be put off from accessing a stop smoking service if it meant that their parent or guardian would be told about their participation (particularly if they did not know the young person smoked in the first place!). Again we would urge services to use their professional judgement and decide on a policy regarding clients under the age of 16. Would I need to get consent from a pregnant women to supply her with NRT?

This matter was discussed by the STCA Smoking and Pregnancy subgroup and they felt that it would not be necessary to seek consent from a client before issuing an NRT prescription, (as seeking consent is not common practice in any other sort of prescribing). However, given the possible implications of taking NRT in pregnancy, it is important that clients are informed of the issues in relation to NRT and it is good practice to document and date any discussion that takes place, and to keep a record of this on file.

What kinds of requests for information might be made under the Freedom of Information Act?

This is difficult to predict until the Act is in force, but there could be requests for any information that helps the public make better informed decisions and choices. Possibilities include questions about services, including how they are performing (i.e. quit rates and other related information) and specific documents or subjects related to smoking cessation. 

If you have any further queries in relation to data protection, client confidentiality or Freedom of Information issues, please contact your local Data Protection Officer, Caldicott Guardian or the Scottish Information Commissioner (details in this document). Alternatively, contact:
Research and Evaluation Officer

Partnership Action on Tobacco and Health (PATH)

ASH Scotland

8 Frederick Street

Edinburgh 

EH2 2HB

Tel: 0131 225 4725



Email: path@ashscotland.org.uk





















The client’s name





The client’s address





The client’s full postcode





The client’s date of birth





A picture, photograph, video, audio-tape or other images of the client





Anything else that may be used to identify a client directly or indirectly





The CHI (Community Health Index) number contains the client’s date of birth and a number to indicate their gender, so it should only be disclosed for health care purposes outside the NHS if the client has been informed and agrees 








Other information may also be identifiable (for example hospital unit number).


A combination of items increases the chance of client identification.








� The types of information classified as ‘client-identifiable’ are documented in Appendix 1.


� The NHS Code of Practice on Protecting Patient Confidentiality is available online: � HYPERLINK "http://www.show.scot.nhs.uk/confidentiality/publications/6074NHSCode.pdf" ��www.show.scot.nhs.uk/confidentiality/publications/6074NHSCode.pdf�





� This consent form is an EXAMPLE for guidance purposes. We appreciate that services operate in diverse ways and are we are not suggesting that this version should be used in a uniform manner across Scotland. Instead it suggests the kind of information that services might want to incorporate in their own forms and may be adapted for local use as required. If you use an abbreviated version of this form is should nonetheless include similar elements. However, please note that this exact consent form and the preceding information sheet will be available to print off from the smoking cessation database developed by ISD. It is your responsibility to ensure that your forms are appropriate for the purposes for which the client data will be used.
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